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7 Avril 2025 > 13 Juin 2025
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10 semaines
7 Avril 2025 > 13 Juin 2025
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| - Host Organization & Problematic
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Il - Existing Situation, Tasks & Difficulties

| - Host Organization & Problematic
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lll - Tools, Gantt Planning & Personal Organization

| - Host Organization & Problematic
Il - Existing Situation, Tasks & Difficulties
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IV - The 3 main projects

- Host Organization & Problematic
| - Existing Situation, Tasks & Difficulties
Il - Tools, Gantt Planning & Personal Organization
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V = Current VS Initial situation, Technical & Human Assessment

- Host Organization & Problematic

| - Existing Situation, Tasks & Difficulties

Il - Tools, Gantt Planning & Personal Organization
V - The 3 main projects
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| - Host Organization & Problematic

Il - Existing Situation, Tasks & Difficulties

Il - Tools, Gantt Planning & Personal Organization

IV - The 8 main projects

V - Current VS Initial situation, Technical & Human Assessment
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| - Host Organization & Problematic

Maxime Duhamel 26/06/2025 Page 14 sur 184



| - Host Organization & Problematic

Legal Status: Non-profit
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| - Host Organization & Problematic

Legal Status: Non-profit
Name: Cyber Innovation Hub
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| - Host Organization & Problematic

Legal Status: Non-profit
Name: Cyber Innovation Hub
Mission: Transform the South Wales into a leading cybersecurity cluster by 2030
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| - Host Organization & Problematic

Legal Status: Non-profit
Name: Cyber Innovation Hub
Mission: Transform the South Wales into a leading cybersecurity cluster by 2030
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| - Host Organization & Problematic

Legal Status: Non-profit
Name: Cyber Innovation Hub
Mission: Transform the South Wales into a leading cybersecurity cluster by 2030
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| - Host Organization & Problematic

Legal Status: Non-profit

Name: Cyber Innovation Hub

Mission: Transform the South Wales into a leading cybersecurity cluster by 2030
Size: 12-16 employees

Maxime Duhamel 26/06/2025 Page 20 sur 184



| - Host Organization & Problematic

Legal Status: Non-profit

Name: Cyber Innovation Hub

Mission: Transform the South Wales into a leading cybersecurity cluster by 2030
Size: 12-16 employees

Products & services: OT consultancy, trainings and testbeds
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| - Host Organization & Problematic

Legal Status: Non-profit

Name: Cyber Innovation Hub

Mission: Transform the South Wales into a leading cybersecurity cluster by 2030
Size: 12-16 employees

Products & services: OT consultancy, trainings and testbeds

Customers: Businesses and governmental organizations
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| - Host Organization & Problematic

Legal Status: Non-profit
Name: Cyber Innovation Hub
Mission: Transform the South Wales into a leading cybersecurity cluster by 2030
Size: 12-16 employees
Products & services: OT consultancy, trainings and testbeds
Customers: Businesses and governmental organizations
Divisions:

« Commercials

o Operations

o Strategy

e Delivery (Mine)
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| - Host Organization & Problematic

Legal Status: Non-profit
Name: Cyber Innovation Hub
Mission: Transform the South Wales into a leading cybersecurity cluster by 2030
Size: 12-16 employees
Products & services: OT consultancy, trainings and testbeds
Customers: Businesses and governmental organizations
Divisions:

e Commercials

e Operations

e Strategy

e Delivery (Mine)
Delivery Team: 6 members, led by Vijay
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| - Host Organization & Problematic

. Microsoft Teams - Chat | #WorkToBeClosed (External) | Microsoft Teams

L - ‘ search (Crl+Alt+£ MD
P Q Chat - = [ A . #WorkToBeClosed ¢~ Chat [+ 2§ External Meetnow -~ S§8 SR
| B * Pinned VK Dear All,
N * by 2030
vk Viiay Kumar 12/06 . . y
g2 @ vou: Yeah I just joined them | Fxtarnal Hope you all had a very good long weekend. [ do have to apologise for troubling a few people over the weekend. On the
[ — ather hand, I really appreciate all the hard work you all are putting in! Thank you .
- ¥ Recent
This week,
_ @ ~ MD Maxime Duhamel (You) :
F =L © ‘ou: Created by Microsoft Lens https://go... .
CyberFirst
A #WorkToBeClosed 09/06
C Calendar Vijay Kumar: Dear All, Hope you al. . Extemal [will bring the box from Fablab today (hopefully it's done) and then we can work on creating our (CIH) Cyber pursuit box.
Tanay Bole 07/06 Also, it would be good to ask Andy, when we have to ship the 3 boxes to Ireland. Next week, few important visits are
E Q; TB T e e s i e e =, Emar] happening so either we need our CyberFirst box to be ready or have one box from Ireland one demonstrable. We also
o need to have a draft LinkedIn post for our CyberFirst box,
) Ay Ashish Nair 18/05
(o] © Alright, take care matel! External RTITT
I ltatims e ' Fieldsite in a box
vp Yignesh Durairaj 16/05
You: Okay thank yau very much Extarnal [ hope the Fieldsite in a box is back from the Energy event. Let's double check what the damage is? And see how we can

tify it. W d to build at least 10 Fieldsite b by J d. OT201 i jorly d dent on it. @Vi h.
H Benoit Tottereau o rectify it. We need to build at leas ieldsite boxes by June en is majorly dependent on it. @Vignes

e CymruSOC
Apps gy DBen Harvey 01/05
® Good, not just me then & EiiwE] The report needs to be finalised from our end. I would have some time to review it this week. So, whenever it is a good
il SoEmn 30/04 time, give me a go-ahead to review. Thursday EOD? @Ashish/Surabhi.
Ssﬁn Mo worries! Extarnal

OT50C

[ Q Voion: 17/04
Ry ey ity e E LTI It would be really good to mature OTSOC now. Ensuring that the logs are coming from Fieldsite in a box, LICreate,

B Laurent D'Orazio 26/03 CyberFirst, managed switches. Very very important to ensure everything is very well documented. There are some

@ You: Bonjour Mansieur, Veuillez m'excuser,. exercises in OT201 that will require the documentation. @Ashish/Surabhi/Vignesh/Tanay.
0T1201:
It would be good to finalize the module 3 of the OT201. More or less | have completed Module 1 and 2. Have also in mind
what the exercises are. Once M3 is finalized we can finalise and work towards developing the exercises. It would also be
good to explore the ICS card game and see if we can include it in OT201. Vignesh/Ashish/Maxime (for card game).
OTSimulation:
Good to continue working on the Bottle Filing plant and the hospital scenario. Maxime.
Purdue Wall:
If Purdue wall did end up coming this week, it would be good to just place the devices on it B
PS: Alex is on leave for the week.

£ -\\.
\ 4 ]

Type a message v O+ B
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| - Host Organization & Problematic

Maxime Duhamel 26/06/2025 Page 26 sur 184



| - Host Organization & Problematic

How can the CIH simulate realistic cyberattack
environments to efficiently train teams in
defense and incident response”?
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| - Host Organization & Problematic

Il - Existing Situation, Tasks & Difficulties

Il - Tools, Gantt Planning & Personal Organization

IV - The 8 main projects

V - Current VS Initial situation, Technical & Human Assessment
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Il - Existing Situation, Tasks & Difficulties
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Il - Existing Situation, Tasks & Difficulties
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Il - Existing Situation, Tasks & Difficulties

Your computer
(physical machine)
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Il - Existing Situation, Tasks & Difficulties

Your computer
(physical machine)
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Il - Existing Situation, Tasks & Difficulties

Your computer
(physical machine)

Virtual Machine
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Il - Existing Situation, Tasks & Difficulties
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Il - Existing Situation, Tasks & Difficulties

User 1 User 2 User 3
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Il - Existing Situation, Tasks & Difficulties

User 1 User 2 User 3
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9 ol - |Virtual Machine 1
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Il - Existing Situation, Tasks & Difficulties

User 1 User 2 User 3

9 ol - |Virtual Machine 1

Maxime Duhamel 26/06/2025 Page 43 sur 184



Il - Existing Situation, Tasks & Difficulties

User 1 User 2 User 3

w!:‘\“‘i . .
; © Virtual Machine 1
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Il - Existing Situation, Tasks & Difficulties

User 1 User 2 User 3

; © Virtual Machine 1
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Il - Existing Situation, Tasks & Difficulties

User 1 User 2 User 3

Virtual Machine 1
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Il - Existing Situation, Tasks & Difficulties
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Il - Existing Situation, Tasks & Difficulties

1 - Installing and configuring the simulations
2 - Deploying and managing the ranges

3 - Documenting the processes
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Il - Existing Situation, Tasks & Difficulties

1 - Installing and configuring the simulations
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Il - Existing Situation, Tasks & Difficulties

1 - Installing and configuring the simulations
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Il - Existing Situation, Tasks & Difficulties

1 - Installing and configuring the simulations

RealWorld Metro System Emulator
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Il - Existing Situation, Tasks & Difficulties

1 - Installing and configuring the simulations
. PC TIA TA
q Al A 'JJHT., 1 r]' wan

{4 Filling bottles station
Simulator PLE  Liquid schedule Time
Broken bottle chance:

current chance: 10%
Start simulation:
Self processing: ||}
Manual mode: [}
Random space: [J}
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Il - Existing Situation, Tasks & Difficulties

1 - Installing and configuring the simulations

Replicate real-world industrial systems in a controlled
environment
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Il - Existing Situation, Tasks & Difficulties

1 - Installing and configuring the simulations

Replicate real-world industrial systems in a controlled
environment

Steep learning curve
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Il - Existing Situation, Tasks & Difficulties

1 - Installing and configuring the simulations

Replicate real-world industrial systems in a controlled
environment

Steep learning curve

Searching for solutions online, asking colleagues and
experimenting until | found what worked
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Il - Existing Situation, Tasks & Difficulties

1 - Installing and configuring the simulations
2 - Deploying and managing the ranges

3 - Documenting the processes
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Il - Existing Situation, Tasks & Difficulties
2 - Deploying and managing the ranges
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Il - Existing Situation, Tasks & Difficulties
2 - Deploying and managing the ranges
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Il - Existing Situation, Tasks & Difficulties
2 - Deploying and managing the ranges
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Il - Existing Situation, Tasks & Difficulties
2 - Deploying and managing the ranges

Ensure the range could be easily duplicated for
different users

| Sy S5 S8

SF SF SF FF SF

r
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Il - Existing Situation, Tasks & Difficulties
2 - Deploying and managing the ranges

Ensure the range could be easily duplicated for
different users

Time-consuming, especially when dealing with large
files or complex network topologies
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Il - Existing Situation, Tasks & Difficulties
2 - Deploying and managing the ranges

Ensure the range could be easily duplicated for
different users

Time-consuming, especially when dealing with large
files or complex network topologies

Even small configurations could cause big problems,
leading to hours of debugging
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Il - Existing Situation, Tasks & Difficulties

1 - Installing and configuring the simulations
2 - Deploying and managing the ranges

3 - Documenting the processes
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Il - Existing Situation, Tasks & Difficulties

3 - Documenting the processes
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Il - Existing Situation, Tasks & Difficulties

3 - Documenting the processes
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Il - Existing Situation, Tasks & Difficulties

3 - Documenting the processes
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Il - Existing Situation, Tasks & Difficulties

3 - Documenting the processes
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Il - Existing Situation, Tasks & Difficulties

3 - Documenting the processes

Anyone on the team could easily
replicate what | had done

Maxime Duhamel 26/06/2025 Page 69 sur 184



Il - Existing Situation, Tasks & Difficulties

3 - Documenting the processes

Anyone on the team could easily
replicate what | had done

The amount of time and focus it required
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Il - Existing Situation, Tasks & Difficulties

3 - Documenting the processes

Anyone on the team could easily
replicate what | had done

The amount of time and focus it required

Hard to stay motivated, particularly when
| had to repeat processes
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Il - Existing Situation, Tasks & Difficulties

1 - Installing and configuring the simulations
2 - Deploying and managing the ranges

3 - Documenting the processes
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Il - Existing Situation, Tasks & Difficulties

1 - Installing and configuring the simulations
2 - Deploying and managing the ranges
3 - Documenting the processes

Bonus - Others
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Il - Existing Situation, Tasks & Difficulties
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»Backdoors
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Il - Existing Situation, Tasks & Difficulties

Bonus - Others

2!
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| - Host Organization & Problematic

Il - Existing Situation, Tasks & Difficulties

Il - Tools, Gantt Planning & Personal Organization

IV - The 8 main projects

V - Current VS Initial situation, Technical & Human Assessment
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lll - Tools, Gantt Planning & Personal Organization

1 - Tools and programming languages
2 - Gantt diagram

3 - Personal Organisation
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lll - Tools, Gantt Planning & Personal Organization
1 - Tools and programming languages

/m Cyber range
/\ management and
m deployment
M1

Ludus
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lll - Tools, Gantt Planning & Personal Organization
1 - Tools and programming languages

]

/m Cyber range
ma
MM

Ludus

Local virtual
machine
management and
simulation

VirtualBox

26/06/2025
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Maxime Duhamel

lll - Tools, Gantt Planning & Personal Organization
1 - Tools and programming languages

/‘
-

.,

Local virtual

%;ﬂ%
Ludus Very easy and
COrnple_te
programming
language used in

most prOjeC_tS
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lll - Tools, Gantt Planning & Personal Organization
1 - Tools and programming languages

Local virtual a

fn
o

Ludus

Cyber range

marl
depl

M3

Markdown

Format
documentation
before
converting into
Sphinx

N

26/06/2025

Very easy and
complete
programming
language used in
most projects
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lll - Tools, Gantt Planning & Personal Organization
1 - Tools and programming languages

AR
m Cyber range & Local virtual a Very easy and

/\ marl complete
m depl programming
o language used in
m most projects

L udus . Internal I
T ' Communication

Teams

L

M3

Markdown

QO O QO

n

phinx
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lll - Tools, Gantt Planning & Personal Organization

1 - Tools and programming languages
/@ Cyber range Local virtual a Very easy and

ma complete
m depl programming

most projects
Ludus

To save, keep |
track of and
share my
modifications
to projects

L

QO O QO

M3 Github

Markdown Teams
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lll - Tools, Gantt Planning & Personal Organization
1 - Tools and programming languages

?_

m Cyber range
/\ management and

Local virtual Very easy and
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1 - Tools and programming languages
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2025-04 2025-05 2025-06

L TT]

ID : Task Name

31 06 13 20 27 04 11 18 25 01 08 15
22 First Day <&
1 Exploring the GRFICS project
2 Understand how Ludus works ij
3 Configure the GRFICS project in the Ludus ’—jP
) Understand the Metro Railway project
6 Implement an attack in the Metro Railway :
8 Install the Metro railway in the Ludus LD
20 Create videos to present the GRFICS and Met... -
23 Visit from DSIT 4
19 Set up a multi-instances VLC Controller -
4 Document how | installed the GRFICS project ... —f=
T Document how to attack the Metro Railway i —PB
9 Document how | installed the Metro Railway p... —P[:}
10 Reinstall a new Ludus in an empty server
11 Document the installation of the Ludus -j
12 Merge all the documentations in one file —D'
13 Understand the Bottle Filling project
14 Install the Bottle Filling project to make it work
15 Configure the PLC in the Bottle Filling project t...
17 Install the Bottle Filling project in the Ludus
16 Document the configuration of the PLC in the ... —p
18 Document the installation of the Bottle Filling p... .
21 Prepare this presentation
24 Last day
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| - Host Organization & Problematic

Il - Existing Situation, Tasks & Difficulties

Il - Tools, Gantt Planning & Personal Organization

IV - The 8 main projects

V - Current VS Initial situation, Technical & Human Assessment
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IV - The 3 main projects

1 - GRFICS
2 - Cardiff Metro Emulator
3 - Bottle Filling Plant
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1 - GRFICS
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IV - The 3 main projects
1 - GRFICS

Graphical Realism Framework for Industrial Control Simulation
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IV - The 3 main projects
1 - GRFICS (Chemical Plant)

Maxime Duhamel 26/06/2025 Page 100 sur 184



IV - The 3 main projects
1 - GRFICS (Chemical Plant)
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1 - GRFICS (Chemical Plant)

SCdD4a '}
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Graphic views & TenEastViewl v | @ _ o |Full Screen
Click "CTRL+SHIT+F" to exit Full Screen Mode

START
- |
0.0% 0.0%
E——— 0.0 kMol/h 0.0 kMaol/h ———
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IV - The 3 main projects
1 - GRFICS (Chemical Plant)
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PLC = Programmable Logic Controller
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IV - The 3 main projects
1 - GRFICS (Chemical Plant)
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1 - GRFICS (Chemical Plant)
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1 - GRFICS (Chemical Plant)
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IV - The 3 main projects
1 - GRFICS (Chemical Plant)
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IV - The 3 main projects
1 - GRFICS (Chemical Plant)

My work:
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1 - GRFICS (Chemical Plant)

My work:

e Understand the project
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My work:
e Understand the project
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e Make it work locally
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My work:
e Understand the project
e |Install it
e Make it work locally

e Understand how it can be attacked
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My work:
e Understand the project
e |Install it
e Make it work locally
e Understand how it can be attacked

e Export it to the Ludus
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My work:
e Understand the project
e |Install it
e Make it work locally
e Understand how it can be attacked
e Export it to the Ludus
e Make it duplicable
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IV - The 3 main projects
1 - GRFICS (Chemical Plant)

o
= O Fortiphyd / GRFICSv2 Type [7) to search s - = olinlla n

o

<> Code () Issues 8 I Pull requests L)) Discussions () Actions [ Projects (D) Security |~ Insights
GRFICSv2  rub @ Watch 29 ~ % Fork 100 - Y star s10 .

F master - ¥ 2Branches © 0 Tags Q Gotofile t Add file ~ <> Code =~ About

Version 2 of the Graphical Realism
F Meras T a ¢ #11 fram Thuei/nateh-cin ear . oL ammite ) i ) .
djformby Merge pull request #11 fro 150/patch-s ytion B3 £ 2 ye ] ;}) 34 Commits Eramework for Industrial Control

Simulation (GRFICS)

figures add screenshots of sim and hn 5 years ago
hmi_vm fix formatting 5 years ago )
pfsense_vm Updated Documentation 5 years ago
plc_vm Add execution permissions to building scripts in PLC's Docke.. 4 years ago c
simulation_vm Merge pull request #11 from Thusl/patch-simulatior 2 years ag
workstation_vm add comment about gateway 5 years ago ¥ 510 stars
D LICENSE Create License 5 years ago & 29 watching
l&! 100 £l
() README.md Boot order for the VMs Report re .
[0 README 5[ GPL-3.0 license & = Releases
Packages
Version 2 of the Graphical Realism Framework for Industrial Control Simulation (GRFICS)
Overview Contributors &
This version of GRFICS is organized as 5 VirtualBox VMs (a 3D simulation, a soft PLC, an HMI, a pfsense firewall, and a ' ‘ t:: @
s’
workstation) communicating with each other on host-only virtual networks. For a more detailed explanation of the
entire framework and some background information on ICS networks, please refer to the workshop paper located at
https://www.usenix.org/conference/asel8/presentation/formby Languages
| I [ ||
A video series walking through VM setup and example attacks is available on the Fortiphyd YouTube channel at ® Css54 ® C195 Shell 10.3
https://www.youtube.com/playlist?list=PL2RSrzaDx0R670yPIYPgM51gquk3bQjFG5 ® Yace 1C ® LVM -
JavaScript 0.9 Other 2.3%

A commercial version of GRFICS with more scenarios, advanced features, and streamlined usability is being offered by
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1 - GRFICS (Chemlcal Plant)
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1 - GRFICS (Chemical Plant)

Benefits
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Benefits

Already installed, so no direct benefit for the CIH
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Benefits

Already installed, so no direct benefit for the CIH

| understood what the CIH was working on
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Benefits

Already installed, so no direct benefit for the CIH
| understood what the CIH was working on

Get hands-on practice on the Ludus
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1 - GRFICS (Chemical Plant)
2 - Cardiff Metro Emulator
3 - Bottle Filling Plant
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IV - The 3 main projects
2 - Cardiff Metro Emulator
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2 - Cardiff Metro Emulator

ailway SCADA HMI

I Higphu

S-cc0 Scec-1 S-ce-2 S5£c-3 Ste<d
T e T e e ey e [T e ——— -—n—_m—l e T — L e ——:nu—-.u-+_+—m—— | T —
o e-wl gl Es-ia i3 — s~ -l a [y ) — by ]

[ [

ST[4]:Bayfront STI5):Harbourfrom 5 T[0}:Buona_Vista STI1):Farrer_Road

'LC Monitor Panels [Signal system] PLC Monitor Paneis [Station]
PLC Marme:  PLC-00{ Masterslot-0] PLC Marme:  PLC-07[Skanvesiot-1] PLC Name:  PLC-02[Skrvesshot-2] PLC Mamez  PLC-03[Mastersiot-0] PLC Name:  PLC-D[Slaveshot-1] PLC Mame:  PLC-D5[Savesiot-2]
PLC IPaddr 127.0:0.7 : 502 PMLE IPaddr 127.000.1 £ 502 PLC IPaddr: 127.0.0.7 : 502 PLC IPaddr 127.0.0.1 : 503 PLC IPaddr: 127.0,0.1 1 503 PLC IPaddr: 127.0.0.1: 303
Connectror: Connected Connectione  Canmected Connection: | Connected Connection: | Connected Connection: | Connected Connection:  Conneched

WM EEMOEN <oco o S BE REEEE vooc o QN Seor SN xqoo  or eSO MMM oo o G0 G EEMIBEN oo o BN G0 ENMEMN a0 of WD
wenl EREE oo oFF  SemDl  WeslS EEE 0o00: o I Seos REEEE oo OFF  Sechd el AR oo orF  Sheenl  Eeed EEEE oo oFr  Sieee oot FEREEEE oo OFF  Sice
B AR w002 o GEEEE N SR c0o> o I Sce0f RDSEREN o0 ofr SeEDS S A 002 orr SRS N FONHOEY 00z wons I cel BIRREEN 002 o STENR
wels EEEEE soor o Simes [ EEEEEED o0 off [l Sod EEEGEN o0 OFF  Seole o [ o0 cif  Siees [ ESEEE) =c0: o 0 cot0d EEREEEN ool OFF  Sicctd
0N RN oos o GEGH N RENEEME <004 oFF Sced Sechd RENENEMN o0s o R voo0s orr Sheed B EEEEE cco: o I o) BIEEEM Q04 ofF  STecM
e FEOEE o0 orr  Geos [ RS oo ofF  Secdf Socod (EBEEMSE oo0s  orr S RS coos o S N RSN oo o [ cceiD AONHES] w003 oM 5Tecls
WD ESHOER oos  orr DS NN MSEMEE wcos  orF S0 Seclo ENEEEN aos  orr [H DG RNENOEN co0s  orr SN NN RESHOEE cos  or B B ESERER coos o
W0 e <cor o [ B EREEE oot o N Sectl BN o0 orr [H S R oo o S N RESEEEN oo o I W ESEEE o0 o HH
weslE ROSHOB | i RxHOE Sccl2 [RESHIDEN Ml RsHOE Il FxHoE Hl RsHOE

wesld RIEHOS I RosHOS Wl eooe Ml rHoo Il RxHO9. Bl RxHOG

wesll RUSHOOD cesi) RUHOND! o0 oo | ERLLELE Hl RxHOID

wesll BRHOAT cesh! [ECRHOAT Ml R Il R0 Il RO Il RoHO

wesl2 RBHONZ cosh? [RERHONZ] Ml ross00 Ml R Il RsHORZ Il rosHOg2

weil3 ROBHOOE cosl3 RLRHDAE, Il RosHOE [ ESRES Il RSHOTT Il sHoTE

wesld RUBHOM, ceshd ROSHDAL [ LTS R Ml rxHO Ml RsHOae

| R B Ao el Bl Roos I AsHOas Bl RxHO4S

st mode False

Maxime Duhamel 26/06/2025 Page 137 sur 184




IV - The 3 main projects
2 - Cardiff Metro Emulator
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IV - The 3 main projects
2 - Cardiff Metro Emulator
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IV - The 3 main projects
2 - Cardiff Metro Emulator

My work:
e Understand the project
e |Install it
e Make it work locally
e Understand how it can be attacked
e Export it to the Ludus
e Make it duplicable

26/06/2025

Page 140 sur 184



Maxime Duhamel

IV - The 3 main projects
2 - Cardiff Metro Emulator

My work:
e Understand the project
e |Install it
e Make it work locally
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IV - The 3 main projects
2 - Cardiff Metro Emulator

Attack Scenario 1: False command injection attack via phishing email and Backdoor Trojan
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IV - The 3 main projects
2 - Cardiff Metro Emulator
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IV - The 3 main projects

1 - GRFICS (Chemical Plant)
2 - Cardiff Metro Emulator
3 - Bottle Filling Plant
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IV - The 3 main projects
3 - Bottle Filling Plant
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IV - The 3 main projects
3 - Bottle Filling Plant

2 main problems:
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IV - The 3 main projects
3 - Bottle Filling Plant

2 main problems:

e The PLC should be programmed using ladder logic
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IV - The 3 main projects
3 - Bottle Filling Plant

2 main problems:
e The PLC should be programmed using ladder logic

e The PLC program was not explicitly explained
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IV - The 3 main projects
3 - Bottle Filling Plant

SIEMENS
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IV - The 3 main projects
3 - Bottle Filling Plant

SIEMENS
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IV - The 3 main projects
3 - Bottle Filling Plant

SIEMENS
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IV - The 3 main projects
3 - Bottle Filling Plant

Simulator PLC Liquid schedule Time
Broken bottle chance:

_.

current chance: 10%

Start simulation:

Self processing: [}

Manual mode: [}
Random space: [}
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IV - The 3 main projects
3 - Bottle Filling Plant
Python = 170 lines
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IV - The 3 main projects
3 - Bottle Filling Plant
Python = 170 lines

Ladder logic = 7 days of 8 hours
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IV - The 3 main projects
3 - Bottle Filling Plant
Python = 170 lines

&
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Ladder logic = 7 days of 8 hours
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IV - The 3 main projects
3 - Bottle Filling Plant
Python = 170 lines

Written programming language
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IV - The 3 main projects
3 - Bottle Filling Plant
Python = 170 lines

Written programming language

&
CO 9 Untitieqg ;
File o-lpyn

b

Ladder logic = 7 days of 8 hours

Visual programming language
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IV - The 3 main projects
3 - Bottle Filling Plant
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IV - The 3 main projects
3 - Bottle Filling Plant

input_personinFront input_doorlsClosing output_openTheDoor

input_doorlsClosed
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IV - The 3 main projects
3 - Bottle Filling Plant
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IV - The 8 main projects

Maxime Duhamel
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IV - The 3 main projects
3 - Bottle Filling Plant

Simulator PLC Liquid schedule Time
Broken bottle chance:

_.

current chance: 10%

Start simulation:

Self processing: [}

Manual mode: [}
Random space: [}
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| - Host Organization & Problematic

Il - Existing Situation, Tasks & Difficulties

Il - Tools, Gantt Planning & Personal Organization

IV - The 8 main projects

V - Current VS Initial situation, Technical & Human Assessment
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V - Current VS Initial situation, Technical & Human Assessment

Before After
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V - Current VS Initial situation, Technical & Human Assessment

Before After

1 simulation 3 simulations
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V - Current VS Initial situation, Technical & Human Assessment

Before After
1 simulation 3 simulations
No documentation Documentation on:

e Ludus Installation
e Chemical Plant installation and utilisation
e Cardiff Metro Emulator installation and utilisation

e Bottle Filling Plant installation
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V - Current VS Initial situation, Technical & Human Assessment

Before After
1 simulation 3 simulations
No documentation Documentation on:

e Ludus Installation

e Chemical Plant installation and utilisation

o Cardiff Metro Emulator installation and utilisation
e Bottle Filling Plant installation

No videos for presentations Videos for:
e Chemical Plant
e Cardiff Metro Emulator
e Bottle Filling Plant
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V - Current VS Initial situation, Technical & Human Assessment

Before After
1 simulation 3 simulations
No documentation Documentation on:

e Ludus Installation

e Chemical Plant installation and utilisation

o Cardiff Metro Emulator installation and utilisation
e Bottle Filling Plant installation

No videos for presentations Videos for:
e Chemical Plant
e Cardiff Metro Emulator
e Bottle Filling Plant

No way to control the screen wall A simple webpage to control all the screens
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V - Current VS Initial situation, Technical & Human Assessment

Before After
1 simulation 3 simulations
No documentation Documentation on:

e Ludus Installation

e Chemical Plant installation and utilisation

o Cardiff Metro Emulator installation and utilisation
e Bottle Filling Plant installation

No videos for presentations Videos for:
e Chemical Plant
e Cardiff Metro Emulator
e Bottle Filling Plant

No way to control the screen wall A simple webpage to control all the screens

No easy and educative way to 8 scenarios in the Backdoors&Breaches game
approach cybersecurity
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V - Current VS Initial situation, Technical & Human Assessment
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V - Current VS Initial situation, Technical & Human Assessment

Became comfortable with Virtual Machines
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V - Current VS Initial situation, Technical & Human Assessment

Became comfortable with Virtual Machines

Learned how to install and use a Ludus server
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V - Current VS Initial situation, Technical & Human Assessment

Became comfortable with Virtual Machines
Learned how to install and use a Ludus server

Cybersecurity knowledge expanded
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Became comfortable with Virtual Machines
Learned how to install and use a Ludus server
Cybersecurity knowledge expanded

What is a PLC & how to program it with ladder logic
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Learned how to install and use a Ludus server

Cybersecurity knowledge expanded

What is a PLC & how to program it with ladder logic

Modbus command
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V - Current VS Initial situation, Technical & Human Assessment

Became comfortable with Virtual Machines
Learned how to install and use a Ludus server
Cybersecurity knowledge expanded

What is a PLC & how to program it with ladder logic
Modbus command

Typical cyber-attacks & how to defend them
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V - Current VS Initial situation, Technical & Human Assessment
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V - Current VS Initial situation, Technical & Human Assessment

Discovered people and a new culture
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Discovered people and a new culture

Discovered the work environment in a hew and modern company
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Discovered people and a new culture

Discovered the work environment in a hew and modern company

_oved working with the whole team
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Discovered people and a new culture

Discovered the work environment in a hew and modern company

_oved working with the whole team

Discovered the Cardiff city
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V - Current VS Initial situation, Technical & Human Assessment

Discovered people and a new culture

Discovered the work environment in a hew and modern company

_oved working with the whole team

Discovered the Cardiff city

Discovered what it is to live in a foreign country on my own
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Internship at the Cyber Innovation Hub

Cybersecurity in Operational Technologies

Final words

S . -
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RENNES 1 7N\ Cyber Innovation Hub [ ecee
Progresser Innover Entreprendre ¢ Lanninn
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