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I - Host Organization & Problematic

How can the CIH simulate realistic cyberattack
environments to efficiently train teams in

defense and incident response?
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1 - Installing and configuring the simulations

Replicate real-world industrial systems in a controlled
environment

Steep learning curve

Searching for solutions online, asking colleagues and
experimenting until I found what worked
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2 - Deploying and managing the ranges

Ludus

Ensure the range could be easily duplicated for
different users

Time-consuming, especially when dealing with large
files or complex network topologies

Even small configurations could cause big problems,
leading to hours of debugging
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II - Existing Situation, Tasks & Difficulties
3 - Documenting the processes

Anyone on the team could easily
replicate what I had done

The amount of time and focus it required

Hard to stay motivated, particularly when
I had to repeat processes
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1 - GRFICS

2 - Cardiff Metro Emulator
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1 - GRFICS (Chemical Plant)

I understood what the CIH was working on

Get hands-on practice on the Ludus

Already installed, so no direct benefit for the CIH

Benefits



Maxime Duhamel 26/06/2025 Page 135 sur 184

IV - The 3 main projects

3 - Bottle Filling Plant

1 - GRFICS (Chemical Plant)

2 - Cardiff Metro Emulator



Maxime Duhamel 26/06/2025 Page 136 sur 184

IV - The 3 main projects
2 - Cardiff Metro Emulator



Maxime Duhamel 26/06/2025 Page 137 sur 184

IV - The 3 main projects
2 - Cardiff Metro Emulator



Maxime Duhamel 26/06/2025 Page 138 sur 184

IV - The 3 main projects
2 - Cardiff Metro Emulator



Maxime Duhamel 26/06/2025 Page 139 sur 184

IV - The 3 main projects
2 - Cardiff Metro Emulator



Maxime Duhamel 26/06/2025 Page 140 sur 184

IV - The 3 main projects
2 - Cardiff Metro Emulator

My work:

Understand the project

Install it

Make it work locally

Understand how it can be attacked

Export it to the Ludus

Make it duplicable



Maxime Duhamel 26/06/2025 Page 141 sur 184

IV - The 3 main projects
2 - Cardiff Metro Emulator

My work:

Understand the project

Install it

Make it work locally

Understand how it can be attacked

Export it to the Ludus

Make it duplicable



Maxime Duhamel 26/06/2025 Page 142 sur 184

IV - The 3 main projects
2 - Cardiff Metro Emulator



Maxime Duhamel 26/06/2025 Page 143 sur 184

IV - The 3 main projects
2 - Cardiff Metro Emulator



Maxime Duhamel 26/06/2025 Page 144 sur 184

IV - The 3 main projects
2 - Cardiff Metro Emulator



Maxime Duhamel 26/06/2025 Page 145 sur 184

IV - The 3 main projects

3 - Bottle Filling Plant

1 - GRFICS (Chemical Plant)

2 - Cardiff Metro Emulator



Maxime Duhamel 26/06/2025 Page 146 sur 184

IV - The 3 main projects
3 - Bottle Filling Plant



Maxime Duhamel 26/06/2025 Page 147 sur 184

IV - The 3 main projects
3 - Bottle Filling Plant

2 main problems:



Maxime Duhamel 26/06/2025 Page 148 sur 184

IV - The 3 main projects
3 - Bottle Filling Plant

2 main problems:

The PLC should be programmed using ladder logic



Maxime Duhamel 26/06/2025 Page 149 sur 184

IV - The 3 main projects
3 - Bottle Filling Plant

2 main problems:

The PLC should be programmed using ladder logic

The PLC program was not explicitly explained
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Python = 170 lines

Ladder logic = 7 days of 8 hours

Written programming language

Visual programming language

Mainly conditions
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I - Host Organization & Problematic

II - Existing Situation, Tasks & Difficulties

III - Tools, Gantt Planning & Personal Organization

IV - The 3 main projects
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V - Current VS Initial situation, Technical & Human Assessment

Before After

1 simulation 3 simulations

No documentation Documentation on:
Ludus Installation
Chemical Plant installation and utilisation
Cardiff Metro Emulator installation and utilisation
Bottle Filling Plant installation

No videos for presentations Videos for:
Chemical Plant
Cardiff Metro Emulator
Bottle Filling Plant

No way to control the screen wall A simple webpage to control all the screens

No easy and educative way to
approach cybersecurity

8 scenarios in the Backdoors&Breaches game
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V - Current VS Initial situation, Technical & Human Assessment

Became comfortable with Virtual Machines

Learned how to install and use a Ludus server

Cybersecurity knowledge expanded 

What is a PLC & how to program it with ladder logic

Modbus command 

Typical cyber-attacks & how to defend them
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V - Current VS Initial situation, Technical & Human Assessment

Discovered people and a new culture

Discovered the work environment in a new and modern company

Loved working with the whole team

Discovered the Cardiff city

Discovered what it is to live in a foreign country on my own
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Internship at the Cyber Innovation Hub

Cybersecurity in Operational Technologies

Final words


